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This white paper addresses the common data management challenges facing industries 
with dispersed or remote automation assets, like the energy and utilities sectors. Then, it 
proposes best practices for safeguarding automated devices against downtime   
and disaster. 
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WHITE PAPER VERSION CONTROL AND BACKUP BEST PRACTICES FOR UTILITIES

Introduction 
For industries with dispersed or remote automation systems, 
like energy and utilities, data management is often seen as a 
challenging and time-consuming endeavor. Version control 
processes are often incomplete or inconsistent, backups are 
performed sparingly, and any downtime or disaster causes 
hours of stressful uncertainty. When done with the right tools, 
data management for automation in these industries can 
quickly improve operational efficiency, reduce downtime, and 
simplify documentation processes. 

How? This white paper will dive into each of the challenges that 
face industries like utilities with dispersed automated assets. 
Then, it will propose data management best practices for 
automated devices, both networked and non-networked. Lastly, 
we’ll discuss how versiondog, a fast and reliable version control 
and automatic backup software, can help organizations with 
automated devices easily adhere to these best practices.

Version Control and Backup Best Practices for Utilities

Data Management 
Challenges
A wide range of aging automation devices, both networked and non-networked, make 
consistent data management processes a challenge. 

Many energy and utilities operators have been slow to 
modernize and transform their infrastructure. A lack of 
investment in modern devices often results in costlier 
maintenance. Aging devices are a frequent cause of unplanned 
downtime, leaving maintenance departments scrambling to 
determine where a backup is located, if it is reflective of the 
most recent version, and what changes have been made to the 
version. 

Without proper version control and automated upload, 
download, and compare processes, you can never be sure that 
the versions running in your facilities match the most recently 
created versions. 

Without a comparison of the online (facility) and offline (server) 
status, as well as detailed, graphical comparisons between 
different versions,utilities providers are essentially flying blind. 

Today’s version control systems offer a foolproof backup 
strategy for precisely this reason. They even work to standardize 
processes across multiple sites, synchronizing data via a central 
storage location. This enables you to check for changes between 
different versions quickly and accurately, regardless of location.  
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Regulatory uncertainty fosters a “wait and see” approach to data management. 
The energy and utilities industries continue to face increasingly 
stringent and frequently changing standards. As long as 
regulatory uncertainty remains a challenge, organizations are at 
risk of creating cultures of procrastination and bare-minimum 
compliance in an effort to save time and effort.

To stay competitive, energy and utilities organizations must find 
ways to operate efficiently in spite of this challenge. 

Data management systems that alleviate the time-consuming 
process of documentation can go along way. Today’s data 
management systems for automation provide clear audit trails, 
change history, and graphic comparisons at the click of a button. 

Version control and automatic backup systems also encourage 
proactive optimization rather than reactive troubleshooting. 
Because the busy work of backing up data and comparing 
versions manually can be handled by versiondog, automation 
teams are free to work on more impactful projects. 

Downtime and disruption cause by unplanned maintenance, natural disaster, or cyber 
attack is costly. 

There are many things that can cause downtime or disruption 
for energy production, including but not limited to unplanned 
maintenance, natural disasters, errors, system failure, and cyber 
attack. Without proper data management practices like version 
control, regular backups, and documentation, downtime can 
last much longer than it has to. 

With version control processes in place, organizations can avoid 
some downtime and disaster by monitoring changes, ensuring 
that no unauthorized change goes unnoticed for long. Regular, 
automatic backups ensure that organizations can quickly restore 
an error-free version if downtime does occur. 

Data Management
Best Practices  
Version Control Best Practices 
The term version control originated in software engineering, 
where developers use it to meet their goals and safeguard their 
work. Version control is slowly becoming a data management 
standard for automation too. This is partly due to increasing 
cost and time constraints placed on maintenance departments, 
something that those in the Utilities and Energy sectors know all 
too well. 

Version control refers to a system in which the changes made to 
a file or to several files are logged over time. It helps to centrally 
manage upload, download and compare processes. This, in 
turn, enables you to monitor who changed what, where, when, 
and why, helping you to more accurately pinpoint the source of 
error should any problems arise. 

When required, version control can also help you to quickly find 
and restore a previous, error-free version. Detail comparison 
of the online version (running on the device) and the offline 
version (on the server) makes it possible to display the results of 
a comparison graphically so that personnel are not forced to fly 
blind when it comes to operating that device.

versiondog UserClient
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A Manufacturer-Independent Solution
Nowadays, many manufacturers offer version control solutions. 
However, these are normally only compatible with their own 
devices, which means that they can only really be effectively 
used in plants that don‘t have a wide variety of devices. In 
today‘s world, a production facility comprised of homogeneous 
devices is becoming more the exception than the norm. Utilities 
and Energy companies are adopting more and more automation 
technology, such as robots, field devices, controller programs, 
and drive systems; all of which have their own program 
language and data format.  

A future-proof version control system is both manufacturer-
independent and transparent. It is capable of working with 
the full range of automation devices and systems commonly in 
use throughout your organization and is not tied to any single 
manufacturer. As newer products become more established, 
action is taken to ensure that the necessary comparators are 
made available to users. These comparators are key when it 
comes to version control, as it is only possible to detect and 
display differences between versions with their help. The most 
valuable kind of version control system is one that allows 
for text-based, graphical, and tabular version comparisons. 
Technical implementation plays a crucial role.

A Location-Independent Solution
It is highly important that version control systems are location-
independent, particularly for industries like utilities that have a 
high number of remote devices. A comprehensive server allows 

for backed up data taken from different devices in different 
locations to be synchronized and centrally managed. 

A Manufacturer-Independent Solution

A Location-Independent Solution

versiondog Smart Compare
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Backup Best Practices 
It is important to note that the terms version control and 
backup are not synonymous. They are two distinct processes 
that have the greatest benefit when both are used together. 
On their own, neither centralized data backups nor version 
control is enough to ensure 100% certainty, safety, and security. 
It is only possible to reliably determine if the latest released 
version on the server is the same as the online version if regular 
automatic backups have been carried out. If regular backups 
have been carried out, it is possible to compare the software 
version running on a device with the last version checked in 
to the server. This, in turn, allows for changes to be detected 

and analyzed. Conversely, it does not make sense to automate 
the process of creating versions using the data taken from a 
backup. This is because not all backups are the same. In order 
to carry out fast disaster recovery, a restorable backup taken 
from the previous, error-free version is required. This means 
that all symbols and comments also need to be included. It is, 
therefore, imperative—when choosing a data management 
system—to take into account the type of data backups. When 
it comes to maintaining high-quality data and enabling the 
greatest possible production capacity, restorable backups need 
to be available at all times.  

Backup Solutions for Non-Networked Devices

If there are devices that must be non-networked for security 
purposes, the versiondog data management system allows 
for that too. With the versiondog BackupClient, data can be 
transferred via a cable connection with the automated device. A 
portable PC with the BackupClient installed is synchronized with 
the versiondog server and receives the scheduled backup jobs. 
While this does require a member of staff to physically take the 
PC to the automated device, it allows for a standardized version 
control system for both networked and non-networked devices, 
ensuring complete clarity throughout your organization’s 
automated devices. 

Documentation Best Practices 

Today’s version control and automated backup software 
for automation can also help you and your team maintain 
thorough documentation without significant effort. With highly 
customizable user permissions for complete control over who 
sees what and audit trail documentation at the click of a button, 
it is easier than ever to improve visibility securely across your 
entire organization. 

This also helps organizations easily adhere to documentation 
standards, avoiding expensive penalties for non-compliance. 

versiondog Change History

versiondog Job Configuration
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ABOUT AUVESY 

AUVESY (AUtomated VErsioning SYstems) 
is a global market leader in version control 
and data management for automated 
production. The company has grown 
steadily since it was founded in 2007, with 
its North American headquarters located 
in Grand Rapids, MI and its global 
headquarters located in 
Landau, Germany.

CONTACT US

146 Monroe Center St NW Suite 1210
Grand Rapids, MI 49503

Tel. +1.616.888.3770
Email  info@auvesy.com
Web  www.auvesy.us

Resources
This white paper, Version Control and Backup Best Practices for 
Utilities, discussed the data management best practices for the 
Utilities industry. Specific requirements and regulations vary by 
country and sector. More information can be found through the 
resources below: 

Capgemini Research Institute. 2019 Intelligent Automation 
in Energy and Utilities: The Next Digital Wave. https://www.
capgemini.com/wp-content/uploads/2019/05/Digital-Report-
%E2%80%93-Automation-in-Utilities-2.pdf 

Comarch. 2020 Challenges and Opportunities in Utilities 
Infrastructure Maintenance. https://www.comarch.com/field-
service-management/blog/challenges-and-opportunities-in-
utilities-infrastructure-maintenance/ 

Deloitte. 2020 Energy Regulatory Outlook: Navigating the 
Impact of New Energy Regulations. https://www2.deloitte.com/
us/en/pages/regulatory/articles/energy-regulatory-outlook.
html 

The Solution: versiondog
A fast and reliable version control and automatic backup software     
for automated production.

versiondog is the leading version control and data management 
software solution for automated production. It makes tracking 
changes and safeguarding data significantly more efficient.

versiondog brings order and clarity where project data needs 
to be continually changed and made available from a central 
source. The increased safety, security, and certainty provided 
by this software system quickly result in measurably increased 
productivity. versiondog makes it easy for you to optimize the 

interplay between all your different types of robots, controllers, 
field devices, drives, programming languages, file formats, and 
software applications.

This data management system gives you ultimate data 
traceability, minimizing your risks and costs, and saving you 
time and effort.


