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Version Control and Backups 
for Maintenance Departments
This white paper focuses on the latest requirements placed upon maintenance 
departments when it comes to version control and data management.
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Introduction 
It goes without saying that the Industrial Internet of Things will 
radically alter the work environment of today‘s maintenance 
departments. One of the aims will be to automate tasks and 
systems, with the ultimate goal of acheiving a completely 
autonomous Smart Factory. The good news is that the 
Industrial Internet of Things will not lead to the disappearance 
of maintenance work. On the contrary, automated production 
environments will continue to rely on the skill sets of highly-
qualified professionals. It goes without saying that software 
systems are only as good as the people who program and use 
them.

This white paper focuses on the new requirements placed 
upon maintenance departments in relation to version control 

and data management. We will take a closer look at how tasks 
such as backing up data, comparing versions, and searching for 
the latest software version—all of which have been hitherto 
carried out manually—can now be automated. Automating 
these processes helps to save both time and human resources, 
thus enabling maintenance departments to redirect their 
personnel and know-how towards other projects. We will also 
delve into how version and backups differentiate and will have 
a look at the reasons as to why it is valuable to incorporate both 
processes. 

Finally, we will look at how to go about implementing a version 
control system and the amount of time and training needed to 
carry this out.

The Industrial Internet of Things is set to revolutionize today’s work environments.

What is version control?
The term version control originated from software engineering. 
Software developers use it to meet their goals, safeguard and 
optimize their work, and to make the process of developing 
more flexible. Version control is slowly being incorporated into 
industrial automation too. This is in part due to increasing costs 
and time constraints placed on maintenance departments, 
who already have a very important job in keeping production 
environments running optimally (to minimize downtime and 
recovery time).

Maintenance departments are fully aware of the challenges 
they face. Changes made to devices can lead to errors, which 
in turn can lead to downtime or defective products. For 
this reason, it is necessary to monitor, track, safeguard, and 
compare changes made to projects and device program logic. 
The need for these processes is further reinforced by the fact 
that the number of different processors, devices, data, and 
possible sources of error also continues to grow.

Version Control - a leaf taken from Software Engineering

Version Control for Automation
How often have you asked whether the software version 
running on the device is the same as the latest released version 
on the server? Only with the right kind of data management 
system—giving you more certainty, safety, and security—is it 
possible to answer this question. One important aspect of data 
management is version control. 

Version control refers to a system in which the changes made to 
a file or to several files are logged over time. It helps to centrally 
manage upload, download and compare processes. This, in 
turn, enables you to monitor who changed what, where, when, 
and why, helping you to more accurately pinpoint the source of 
error should any problems arise. 

When required, version control can also help you to quickly find 
and restore a previous, error-free version. Detail comparison 
of the online version (running on the device) and the offline 
version (on the server) makes it possible to display the results of 
a comparison graphically so that personnel are not forced to fly 
blind when it comes to operating that device.
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It is important to note that the terms version control and 
backup are not synonymous. They are two distinct tools that 
have the greatest benefit—concerning organizing data with 
clarity and traceability—when both are used together.

On their own, neither centralized data backups nor version 
control is enough to ensure 100% certainty, safety, and security. 
It is only possible to reliably determine if the latest released 
version on the server is the same as the online version if regular 
automatic backups have been carried out. If regular backups 
have been carried out, it is possible to compare the software 
version running on a device with the last version checked in to 
the server. This, in turn, allows for changes to be detected and 
analyzed.

Conversely, it does not make sense to automate the process of 
creating versions using the data taken from a backup. This is 
because not all backups are the same. In order to carry out fast 
disaster recovery, a restorable backup taken from the previous, 
error-free version is required. This means that all symbols 
and comments also need to be included. It is, therefore, 
imperative—when choosing a data management system—to 
take into account the type of data backups. When it comes to 
maintaining high-quality data management and enabling the 
greatest possible production capacity, restorable backups need 
to be available at all times.

In recent years, the need for version control has also 
become apparent to device manufacturers. Nowadays, many 
manufacturers offer version control solutions. However, these 
are normally only compatible with their own devices, which 
means that they can only really be effectively used in plants 
that don‘t have a wide variety of devices. In today‘s world, 
a production facility comprised of homogenous devices is 
becoming more the exception than the norm.

As the automated sector continues to grow, so too do the 
number of different devices. This growth goes hand in hand 
with the increasing complexity of production facilities, which 
nowadays contain a myriad of different robots, field devices, 
controller programs, and drive systems; all of which have their 
own program language and data format.

The Differences Between Version Control and Backup

Version Control for 
Maintenance Departments
A Manufacturer-Independent Solution

versiondog Smart Compare
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A future-proof version control system is both manufacturer-
independent and transparent. It is capable of working with 
the full range of automation devices and systems commonly in 
use today and is not tied to any single manufacturer. As newer 
products become more established action is taken to ensure 
that the necessary comparators are made available to users. 

These comparators are key when it comes to version control, 
as it is only possible to detect and display differences between 
versions with their help. The most valuable kind of version 
control system is one that allows for text-based, graphical and 
tabular version comparisons. Technical implementation plays a 
crucial role.

It is no longer rare for production to be spread out across the 
entire world. Because of this reality, it is highly important that 
version control systems are location-independent. 

A comprehensive server allows for backed up data taken from 
different devices and locations to be synchronized and centrally 
managed. It also allows for differences between versions to be 
detected.

A Location-Independent Solution

In times of lean production and lean maintenance, it is 
imperative that a version control system is capable of detecting, 
monitoring, comparing, and analyzing changes to devices made 
by external system integrators and OEMs.

A version control system capable of coordinating external 
personnel according to these requirements has the added 
benefit in that the documentation of change reasons allows for 
100% clarity and traceability.

A Solution for Coordinating External Personnel

You will require a central server and an unlimited number of 
installed clients. Thanks to the server-client structure, users 
can work offline and Check-In new versions at a later date. 

Intelligent user management (automatic synchronization via 
Active Directory) helps to prevent unauthorized access and 
automatically documents who exactly made the changes.

How to Introduce a 
Version Control System
Implementation

Non-homogeneous production facilities require many different 
project planning tools and editors that require multiple shifts 
and therefore, large production and maintenance departments 
in order to be maintained. 

With a software-based solution, there is now a glimmer of light 
at the end of the tunnel. Leading version control systems can 
integrate tried and tested editors and project structures while 
supporting users with a menu-driven tutorial and automated 
backups. This results in a high degree of usability and only 
requires minimal training.

Simplifying Previously Complicated Processes
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AUVESY (AUtomated VErsioning SYstems) 
is a global market leader in version control 
and data management for automated 
production. The company has grown 
steadily since it was founded in 2007, with 
its North American headquarters located 
in Grand Rapids, MI and its global 
headquarters located in 
Landau, Germany.
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Summary
Implementing a system for backup and version control will 
logically result in adjustments to the IT infrastructure. However, 
it is a worthwhile investment— not only due to reduced costs 
that it brings about— but also because of how it helps to 
reduce risks to production facilities. A secure and safeguarded 
production facility means fewer errors, reduced downtime, 
reliable delivery times, and satisfied customers and partners. All 
of these benefits make the investment in a version control and 
backup system truly worth it. 

The version control and data backup functions of a data 
management system are a valuable aid when automating 
simple but time-consuming tasks that would have been carried 

out manually. It helps to free up maintenance so that they 
can undertake other important tasks. Regularly carrying out 
comparisons allows for authorized changes to be monitored. 
It also allows for unauthorized changes to be quickly detected 
which in turn allows you to quickly find and restore a previous, 
error-free version. 

Though the Industrial Internet of Things is set to bring 
about radical changes to the work environment of today‘s 
maintenance departments, the goal of maintenance 
departments will not change. They will continue to maintain a 
well-secured and safeguarded production facility, but will do so 
more efficiently.

The Solution: versiondog
A fast and reliable version control and automatic backup software     
for automated production.
versiondog is the leading version control and data management 
software solution for automated production. It makes tracking 
changes and safeguarding data significantly more efficient.

versiondog brings order and clarity where project data needs 
to be continually changed and made available from a central 
source. The increased safety, security, and certainty provided 
by this software system quickly result in measurably increased 
productivity. versiondog makes it easy for you to optimize the 

interplay between all your different types of robots, controllers, 
field devices, drives, programming languages, file formats, and 
software applications.

This data management system gives you ultimate data 
traceability, minimizing your risks and costs, and saving you 
time and effort.


